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the Office of Finance are readily acces-
sible to FHFA.

§1235.2 Definitions.

For purposes of this part, the term—

Director means the Director of FHFA,
or his or her designee.

Electronic record means a record cre-
ated, generated, communicated, or
stored by electronic means.

E-mail means a document created or
received on a computer network for
transmitting messages electronically,
and any attachments which may be
transmitted with the document.

Employee means any officer or em-
ployee of a regulated entity or the Of-
fice of Finance.

Federal Home Loan Bank means a
Bank established under the Federal
Home Loan Bank Act; the term ‘“‘Fed-
eral Home Loan Banks’ means, collec-
tively, all the Federal Home Loan
Banks.

FHFA means the Federal Housing Fi-
nance Agency.

Financing Corporation means the enti-
ty established by the Competitive
Equality Banking Act of 1987, as a
mixed-ownership government corpora-
tion whose purpose is to function as a
financing vehicle for the Federal Sav-
ings & Loan Insurance Corporation.
The Financing Corporation has a board
of directors consisting of the managing
director of the Office of Finance and
two Federal Home Loan Bank presi-
dents.

Office of Finance means the Office of
Finance of the Federal Home Loan
Bank System.

Record means any information,
whether generated internally or re-
ceived from outside sources by a regu-
lated entity or the Office of Finance,
related to the conduct of the business
of a regulated entity or the Office of
Finance (which business, in the case of
the Office of Finance, shall include any
functions performed with respect to
the Financing Corporation) or to legal
or regulatory requirements, regardless
of the following—

(1) Form or format, including hard
copy documents (e.g., files, logs, and re-
ports), electronic documents (e.g., e-
mail, databases, spreadsheets,
PowerPoint presentations, electronic
reporting systems, electronic tapes and
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back-up tapes, optical discs, CD-ROMS,
and DVDs), and voicemail or recorded
telephone line records;

(2) Where the information is stored or
located, including network servers,
desktop or laptop computers and
handheld computers, other wireless de-
vices with text messaging capabilities,
and on-site or off-site at a storage fa-
cility;

(3) Whether the information is main-
tained or used on regulated entity or
Office of Finance equipment, or on per-
sonal or home computer systems of an
employee; or

(4) Whether the information is active
or inactive.

Record hold means a requirement, an
order, or a directive from a regulated
entity, the Office of Finance, or FHFA
that the regulated entity or the Office
of Finance is to retain records relating
to a particular issue in connection with
an actual or a potential FHFA exam-
ination, investigation, enforcement
proceeding, or litigation of which the
regulated entity or the Office of Fi-
nance has received notice from FHFA
or otherwise has knowledge.

Record retention schedule means a
schedule that details the categories of
records a regulated entity or the Office
of Finance is required to retain and the
corresponding retention periods. The
record retention schedule includes all
media, such as microfilm and machine-
readable computer records, for each
record category.

Regulated entity means the Federal
National Mortgage Association and
any affiliate thereof, the Federal Home
Loan Mortgage Corporation and any af-
filiate thereof, or any Federal Home
Loan Bank; the term ‘‘regulated enti-
ties”” means, collectively, the Federal
National Mortgage Association and
any affiliate thereof, the Federal Home
Loan Mortgage Corporation and any af-
filiate thereof, and the Federal Home
Loan Banks.

Retention period means the length of
time that records must be kept before
they are destroyed, as determined by
the organization’s record retention
schedule. Records not authorized for
destruction have a retention period of
“permanent.”’

Safety and Soundness Act means the
Federal Housing Enterprises Financial
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Safety and Soundness Act of 1992 (12
U.S.C. 4501 et seq.), as amended.

§1235.3 Establishment and evaluation
of a record retention program.

(a) Establishment. Each regulated en-
tity and the Office of Finance shall es-
tablish and maintain a written record
retention program and provide a copy
of such program to the Deputy Direc-
tor of the Division of Enterprise Regu-
lation, or his or her designee, or the
Deputy Director for the Division of
Federal Home Loan Bank Regulation,
or his or her designee, as appropriate,
within 180 days of the effective date of
this part, and annually thereafter, and
whenever a significant revision to the
program has been made.

(b) Evaluation. Management of each
regulated entity and the Office of Fi-
nance shall evaluate in writing the
adequacy and effectiveness of the
record retention program at least
every two years and provide a copy of
the evaluation to the board of directors
and the Director.

§1235.4 Minimum requirements of a
record retention program.

(a) General minimum requirements. The
record retention program established
and maintained by each regulated enti-
ty and the Office of Finance under
§1235.3 shall:

(1) Assure that retained records are
complete and accurate;

(2) Assure that the form of retained
records and the retention period—

(i) Are appropriate to support admin-
istrative, business, external and inter-
nal audit functions, and litigation of
the regulated entity or the Office of Fi-
nance; and

(ii) Comply with requirements of ap-
plicable laws and regulations, includ-
ing this part;

(3) Assign in writing the authorities
and responsibilities for record reten-
tion activities for employees, including
line managers and corporate manage-
ment;

(4) Include policies and procedures
concerning record holds, consistent
with §1235.5, and, as appropriate, inte-
grate them with policies and proce-
dures throughout the organization;

(6) Include an accurate, current, and
comprehensive record retention sched-
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ule that lists records by major cat-
egories, subcategories, record type, and
retention period, which retention pe-
riod is appropriate to the specific
record and consistent with applicable
legal, regulatory, fiscal, operational,
and business requirements;

(6) Include appropriate security and
internal controls to protect records
from unauthorized access and data al-
teration;

(7) Provide for appropriate back-up
and recovery of electronic records to
ensure the same accuracy as the pri-
mary records;

(8) Provide for a periodic testing of
the ability to access records; and

(9) Provide for the proper disposition
of records.

(b) Minimum storage requirements for
electronic records. Electronic records,
preferably searchable, must be main-
tained on immutable, non-rewritable
storage in a manner that provides for
both ready access by any person who is
entitled to access the records, includ-
ing staff of FHF A, and accurate repro-
duction for later reference by trans-
mission, printing or other means.

(c) Communication and training. (1)
The record retention program estab-
lished and maintained by each regu-
lated entity and the Office of Finance
under §1235.3 shall provide for periodic
training and communication through-
out the organization.

(2) The record retention program
shall:

(i) Provide for communication
throughout the organization on record
retention policies, procedures, and
record retention schedule updates; and

(ii) Provide for training of and notice
to all employees on a periodic basis on
their record retention responsibilities,
including instruction regarding pen-
alties provided by law for the unlawful
removal or destruction of records. The
record retention program also shall
provide for training for the agents or
independent contractors of a regulated
entity or the Office of Finance, as ap-
propriate, consistent with their respec-
tive roles and responsibilities to the
regulated entity or the Office of Fi-
nance.
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